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Coéng ty TNHH Ford Viét Nam chiu trach nhiém d6i v&i thong tin nhan dwec tir phwong tién két noi ctia
ban.

Cong ty me cda chung tdi - Cong ty Ford Motor (tru sé tai Hoa Ky) - sé chiu trach nhiém chinh d6i véi
mot s6 hoat dong xtt Iy théng tin nhw dwoc mo ta tai ban Piéu khodn va Chinh sach vé quyén riéng tw
nay. Trong trudmg hop d6, Cong ty Ford Motor sé& lam viéc ciing v&i ching toi d€ ddm bao rang dir liéu
ca nhan va cic quyén lién quan t&i dir liéu ca nhan cia ban dwoc bdo vé.

Trir treong hop dwoc dinh nghia khac di, cac thuat ngit “Ford”, “ching t6i”, “ctia ching t6i” trong ban
biéu khoan va Chinh sach vé quyén riéng tw nay sé dwoc hiéu la Céng ty TNHH Ford Viét Nam va Cong
ty Ford Motor.

Vui long doc ky va hiéu ré cac diéu khoan tai Piéu khoan va Chinh sach vé quyén riéng tw nay
trwérc Khi sir dung Chiéc xe Két néi Ford, khi d6 dir liéu/thong tin ca nhin cta ban sé dworc thu
thap va xir ly béi Ford thong qua tinh nang Két néi Phwong tién.

1. PIEU KHOAN CHIEC XE KET NOI FORD

1.1 Giéi thiéu chung

Chao mirng dén véi thé gidi két néi ctia Ford.

Thong qua cac thiét bi nhw dién thoai di dong, chiing tdi két ndi v&i thé gidi xung quang bang cong
nghé giao tiép khong day. Chiéc xe Két noi Ford gitp cho ban lam diéu twong tu.

D& hiéu rd hon cach thirc hoat ddng, hiy bit dau bang viéc giai thich cAch thirc cong nghé hoat dong
dé ching tbi cung cip dich vu téi ban.



Phwong tién Ford ciia ban dwoc lap dit mot modem FordPass Connect. Khi ban nhan ban giao phwong
tién, modem sé két néi véi mang di dong va givi div liéu nhat dinh téi Ford Motor - Cong ty Me cia Ford,
va cac nha cung cp dich vu lwu trir dién todn dadm may (dit tru sé tai Hoa Ky). Nhitng di liéu nay cé
thé 1a théng tin co ban cta phwong tién (nhw sé VIN, dong xe, nam, so seri, thoi gian, v.v.), chdn doan
hé thong cua phurong tién (nhw tudi tho dau, mirc tiéu thu nhién liéu, ap sudtlop, v.v.), va cac thong tin
khéc vé viéc str dung va hoat dong clia phwong tién, tinh nang va cong nghé.

bé str dung modem FordPass Connect trén phwong tién ctia ban va truy cip Cac Tinh ning Két Noi,
ban can tai tng dung FordPass (dw kién ra mat tai Viét Nam vao cudi Quy 3 hodc dau Quy 4 nam 2022)
trén thiét bi di dong twong thich cta ban, dang ky tai khodn FordPass, nhdp s6 VIN xe vao ng dung
Ford Pass va lién két phwong tién véi tai khoan FordPass bang viéc dong y “Bat Dich vu Két ndi
FordPass” (“Enable FordPass Connected Services”) trén man hinh trong phwong tién cda ban.

Sau khi phwong tién ctia ban dwoc lién két véi tai khoan FordPass, ban sé c6 thé truy cip vao cac Dich
vu K&t néi.

1.2 Dich vu Két noi
Bao gom:

¢ Khdi dong tir xa: Trwdc khi khéi hanh vai phit, ban c6 thé khéi dong dong co phwong tién tir thiét
bi di déng cua chinh ban dé lam 4m hodc lam mat cabin. D€ sit dung tinh ning nay, hép so tw dong
phai dugc chuyén sang s6 Do (P) va nap ca-pd phai dwgc dong lai. Phuwong tién sé san sang khai
hanh ngay khi ban t&i gén cing véi khoa xe. Phuwong tién sé khong thé diéu khién néu khdng co chia
khoa.

Luruy:

o Khilénh Khéi dong Tir xa dwoc kich hoat (va ctra phwong tién da dwoc dong), hé thong bao
dong chdng trom van hoat dong nhung dwoc chuyén sang ché dd gidm mirc do bao vé dé
tranh cac bao ddng gia. BAo ddong pham vi an toan van hoat ddng day dd, tuy nhién cac xe c6
kha ning khda hai lan sé chuyén vé ché do khéa trung tim mét bwérc. Trong tredrng hop cira
cabin déng khi kich hoat Khéi dong tir xa, phwong tién sé c6 ging khéi dong chu trinh khéa
(xac nhan khéa buéc mot) va Khéi dong Tir xa sé van kich hoat thanh cong.

o Dé&dam bao an toan, FordPass sé chi kich hoat kh&i dong tir xa hai l4n. Vao lan kich hoat thi
ba, ban s& nhan dwoc tin nhin bao 16i va yéu cdu ban khé&i dong phwong tién theo cach thu
cong.

o Khéi dong Tir xa khéng twong thich véi hop so san, do d6, 1énh sé khong kha dung trén cac
dong xe st dung hop sé san.

o Vui long st dung Khéi dong Twr xa mot cach cd trach nhiém, chi sir dung khi phwong tién
dugc dd tai khu viee thong gié tot va ban c6 thé quan sat mdi tredmng xung quanh phuong
tién.

e Gia han thoi gian Khéi ddng Tir xa: ban c6 thé kéo dai thoi gian khdi dong tir xa dwa trén cai dat
thoi gian khéi dong tir trén man hinh déng bé ctia phwong tién, vi du, trong treong hop ban kich
hoat 1énh khé&i dong tir xa va dat thoi gian chay dong co la 15 pht, sau khi nit “Gia han” dwogc kich
hoat, dong kéo dai thoi gian chay thém 15 phut.

e Dit lich Khéi dong tir xa: ban c6 thé dit lich khéi dong tir xa d€ phi hop lich trinh c4 nhan bang
rng dung.



e Tinh nang sé& dwoc trién khai trong 14n cip nhat &ng dung tiép theo.

e FordPass sé chi cho phép kich hoat “Pat lich Khé&i dong Tir xa” mot 1an.

e Vaolan kich hoat thit hai, ban s& nhan duorc tin nhin béo 16i.

e Ban sé chi c6 thé tiép tuc kich hoat “Dat lich Khéi dong Tir xa” thong qua FordPass sau khi
khéi dong xe theo cach thu cong.

Khoéa va Mé Khéa tir xa: ban c6 thé khoa va mé khéa phwong tién Ford cia minh théng qua diéu
khién tlr xa, diéu nay c6 nghia 1a ban sé khong phai quay lai phwong tién dé kiém tra xem da khéa
ctra hay chwa. Tinh ndng nay ciing cho phép hanh khach 1én xe ctia ban bat ké ban c6 mat tai d6 hay
khong.

Luruy:

O Khéa va M& Khda tir xa hoat ddng vdi clra cabin, ndp capo, cdp xe hodc ctra sau. Tinh ning
nay khong kha dung trén ctra s6 troi dwoc trang bi trén xe. No6i cach khiac, néu ban dé cira
s6 troi mé va diéu khién khoa phwong tién tir xa, ctra s6 troi sé khong dwgc dong lai.

o Tinh nang Khda tir xa hoat dong ké ca khi ban dé chia khéa hodc thiét bi diéu khién cam tay
trong xe.

o Lu6n mang theo chia khoéa hodc thiét bi diéu khién cim tay khi roi khoi phwong tién.

Pinh vi phwong tién: ban c6 thé xem chinh xac vi tri phwong tién cta ban thong qua ng dung
FordPass, tinh ndng nay dac biét hiru ich khi ban chia sé phwong tién véi mot hodc nhiéu thanh vién
trong gia dinh hodc khi ban quén vi tri do xe.

Tinh trang phwong tién: Thong qua tinh ndang Tinh trang Phwong tién trén (rng dung FordPass,
ban c6 thé kiém tra cac théng s6 chinh ctia Phwong tién bao gom mirc nhién liéu, d6ng ho do quang
dwong, quang dwong di dwoc cho téi hét nhién liéu (DTE), 4p sudt 16p (trong trwong hop phwong
tién dwoc trang bi Hé théng Kiém soat Ap suat 16p) va Tudi tho Dau dong co (chi 4p dung véi Man
hinh Tudi tho D4u Théng minh (IOLM)). Tinh ndng nay cé thé hiru ich khi 1én ké hoach cho hanh
trinh trong ngay cua ban.

Canh bao Tinh trang Phwong tién: ('ng dung FordPass mé rong tinh ning canh bao ngu sau va
bao dong chéng trom, ¢ thé gii trwe tiép téi thiét bi di dong ctia Ban, dap rng nhu cau dich vu wu
tién.

Luruy:

o Khong nén st dung hodc phu thudc vao nhitng thong bao nay thay cho viéc bdo dudng
phwong tién thong thwdng.

o Hay tham khao y kién ctia chuyén gia d€ dwoc chin dodn va bao dwdng cén thiét bat ci khi
nao ban cdm thiy phwong tién c6 van dé hodc sw cé.

Ché dd Ngu sau: Phurong tién dwoc két néi clia ban dwgc trang bi mot tinh nang bao vé 1a Ché do
Ngu sau. D& tranh tiéu hao dc quy, Ché dd Ngi sdu dugc kich hoat trén mot phwong tién dwoc két
noi sau khoang 14 ngay khong hoat déng (vi du, néu phwong tién khong dwoc khéi dong hodc diéu
khién trong 14 ngay). Trong hau hét cac treong hop, van dé nay c6 thé dwoc xir Iy bang cach khéi
dong phwong tién, lai xe khoang 1 tiéng véi toc do6 cao, hodc tir 1,500 téi 3,000 RPM. Trong khi lai



xe, han ché viéc str dung cac thiét bi dién tir bén trong phwong tién (radio, sac dién thoai, v.v.). Khi
thiét bi & trong Ché do Ngu siu, cac Dich vu Két néi sé khéng kha dung va khéng thé kich hoat.

1.3 Lam thé nao dé€ ing dung FordPass va modem FordPass Connect c6 thé “Lién lac” véi nhau?

N6i theo mdt cach dé hiéu, khi ban lwa chon mot1énh, vi du nhw Khéi dong Tir xa, rng dung FordPass
sé& gri mot tin hiéu thong qua nha cung cip dich vu vién thong téi ddm may lwu trit cia Ford dit tai
Hoa Ky, dwoc xac thuc tai day va gii tré lai modem FordPass Connect trén phwong tién cda ban va
thwc hién 1énh d6. Phwong tién ctia ban s€ giri mét tin hiéu xac nhan viéc da thwc hién 1énh “khéi dong”
théng qua nha cung cap dich vu vién thong téi PAm may lwu trit ciia Ford, sau d6 giti téi Ung dung
FordPass trén thiét bi di déng cta ban.

Néu modem FordPass Connect trén phwong tién cia ban hodc &ng dung FordPass khong thé két noi
v&i mang vién thong (vi du do cudng dd tin hiéu kém hodc gian doan dich vu dit liéu), cac Dich vu Két
nodi sé khong thé hoat dong.

1.4 Ai 1a nha cung cip dich vu vién thong?

Moi e-SIM c6 mot s6 dinh dang doc nhat (vi du nhuw s seri), véi s§ dinh dang nay ban c6 thé 14y thong
tin chi tiét vé két noi va stir dung mang v.v. chira trong tat cd modem FordPass Connect 1a mét e-SIM
toan cau c6 thé chuyén tin hiéu tir moét trong ndm nha cung cap dich vu vién thong (Viettel, Vinaphone,
Mobilephone, Vietnamobile, Gmobile). Bang cach ndy, phwong tién ctia ban c6 thé nhan dwoc tin hiéu
moi lic moi noi.

Ban khong thé tiép cin hay thay ddi e-SIM trén modem FordPass Connect.

Lwu y rang, modem FordPass Connect dwoc trang bi trén phwong tién cta ban sé chi hoat dong v&i
mang vién théng 3g/4g. Khi nhirng mang vién thong nay khong kha dung, modem FordPass Connect
sé nglrng hoat dong cac tinh ning va cac Dich vu Két noi cling nhw tat ca viéc truyén di liéu thong qua
modem Két ndi FordPass sé nglrng hoat dong.

Cacdich vu vién thong cho K&t ndi Phwong tién dwoc cung cAp bdi cac nha cung cip dich vu 1a bén thi
ba. Vi cac vAn dé vé bao mat va tuan thu, ban cé thé dwoc yéu ciu tuin thu theo cac yéu ciu cia cic
nha cung cip bat ky lic nao, bao gdm ca nghia vu lién quan t&i dang ky va xac thwc thé SIM.

1.5 Di¥ liéu nao dworc giri tir phwong tién cia téi thong qua modem FordPass Connect trong ché
do cai dat goc mac dinh?

Nhw d3 trinh bay trong phan Gi&i thiéu chung, khi ban nhin ban giao phwong tién, modem sé két néi
v&i véi mang di dong va glri mot s6 dir liéu nhat dinh téi cong ty Ford Motor - Cong ty Me cta Ford, va
cac nha cung cip dich vu lwu trit dién todn ddm may (dat tru sé tai Hoa Ky). Nhitng dir liéu dwoc gii
c6 thé bao gom: théng tin co ban ctia phwong tién (s6 VIN, dong xe, ndm, so seri, thoi gian, v.v.), chan
doan hé thong clia phwong tién (dén canh bao, mirc tiéu thu nhién liéu, ap suit 16p), va cac thong tin
khac vé viéc sir dung va hoat dong clia phwong tién, tinh nang va cong nghé.

Dit liéu nay c6 thé dwoc tiét 16 cho Ford, cac Pai ly cla ching tdi va cac cong ty cé lién quan va duoc
st dung dé€ nghién ctru, cai tién san pham, cling nhw nhirng muc dich khac dwoc néu tai Chinh sach vé
quyén riéng tw Chiéc xe K&t n6i bén dudi.



1.6 Dir liéu nao dwoc giri tir phwong tién cua téi thong qua modem FordPass Connect sau Khi

toi dong y “Bat Dich vu Két né6i FordPass” (“Enabled FordPass Connected Services”) trén man
hinh trong phwong tién

1.6.1 Kich hoat modem FordPass Connect (con dwoc goi la “dwegc lién két véi tai khoan FordPass cta
ban)l)

e Ban c6 thé kich hoat modem FordPass Connect sau khi ky Van ban Pong y cho Ford thu thip va xt
ly thong tin ca nhin cta ban (thdng qua viéc dang ky tai khoan trén ng dung FordPass, nhip sé
VIN xe ctia ban va nhan nut “Kich hoat Phwong tién” trong (rng dung FordPass, va dong y “Bat Dich
vu K&t néi FordPass” (“Enable FordPass Connected Services”) trén man hinh trong phwong tién.
Viéc hoan thanh cac buéc nay sé cho phép ban truy cip vao cac Dich vu Két noi da dwgc mo ta phia
trén.

e Trong ché do nay, modem FordPass Connect sé giri thém cac Théng tin vé Phwong tién dwoc Két
noi (Dir liéu Lai xe - thong tin vé viéc sir dung, vi du nhw viéc ting téc va phanh) va vi tri cia Phwong
tién t&i cAc may chu ctia Ford va nha cung cip dich vu dién todn ddm may dé cung cip mot sé Dich
vu K&t néi.

e Modem FordPass Connect sé tiép tuc giri nhirng thong tin co ban vé phwong tién (vi du nhw sé VIN,
dong xe, nam, s seri, thoi gian, v.v.), chidn doan hé thong ctia phwong tién (dén canh bao, mirc tiéu
thu nhién liéu, ap suat 16p), va cac thong tin khac vé viéc str dung va hoat dong cia phwong tién,
tinh nang va cong nghé.

Luwu y: Néu ban khong mudn modem FordPass Connect chia sé bit ky thong tin nao vé phwong tién,

AN

ban phai tit “Két ndi Phwong tién” trong menu cai dit.

Lwu y rang trong trang thai hoan toan dwgc kich hoat, phwong tién cta ban sé tiép tuc truyén dir liéu

ngay ca khi:

 Ban tit “Chia sé Vi tri Phuong tién”;

 Ban tit “Chia sé Dt liéu Phwong tién”;

oMbt vai nhwng khdng phai tit cd ngwoi dung c6 tai khoan lién két véi mot sé VIN xda sé VIN khoi
trng dung FordPass cua ho;

¢ Ban g& cai dat ®ng dung FordPass.

1.6.2 Cai dat mdc dinh ctia tng dung FordPass Connect

Khi ban nhin ban giao phwong tién, modem sé két néi véi véi mang di dong va glivi mot s6 dir liéu nhit
dinh t&i Ford Motor - Cong ty Me cta Ford, va cac nha cung cap dich vu lwu trit dién todn ddm may
(dat tru s& tai Hoa Ky). Vi dy, nhitng di liéu dwgc givi bao gom: thong tin co ban clia phwong tién (s
VIN, dong xe, nam, sé seri, thoi gian, v.v.), chdn doan hé théng ctia phwong tién (dén canh bao, mirc
tiéu thu nhién liéu, ap suat 16p), va cac thong tin khac vé viéc sit dung va hoat dong clia phwong tién,
tinh nang va céng nghé.

1.6.3 K&t n6i Phwong tién

e Ban c6 thé tit “Két ndi Phuong tién” thong qua hé théng ddng bo trén phwong tién Ford clia ban va
khi d6, viéc gtri dit liéu tir modem trén phwong tién cia ban sé nglrng hoat déng. M6 ta chi tiét cac
buéc tit Két ndi Phwong tién dwoc trinh bay bén dudi.

o Khi ban khoéng dong y cho Ford thu thap va xtt ly dit liéu ctia ban, K&t ndi Phwong tién sé dwoc tit
bé&i cac Pai ly ctia Ford. Ban sé chiu trach nhiém cho viéc gitr n6 tit, néu khong, dit liéu ca nhan cta



ban c6 thé dwoc thu thip va chuyén téi cdc may chu cua Ford va cac nha cung cip dich vu dién toan
dam may néu n6 dwoc bat.

Khi ban nhin ban giao phwong tién, ban va Dai ly Ford cda ban cé thé lam viéc cuing nhau dé dam bao
rang cai dit két ndi phwong tién va cai dat chia sé dir liéu dwoc tuy chinh theo yéu cau va quyét dinh
cua ban.

1.7 Lam thé nao t6i c6 thé biét néu Chiéc xe Két ndi cua to6i dang chia sé thong tin vé phwong
tién?

Trén cac phwong tién dwgc trang bi modem FordPass Connect, ban sé thay biéu twong hién thi trén
man hinh déng b trong xe cho biét viéc chia sé théng tin phwong tién dwgc két noi, co thé bao gom vi
tri, dang dwgc kich hoat. Chung xuit hién dwéi dang:

- Néu phwong tién chwa dwoc lién két véi mot tai khodn FordPass, biéu twong nay
thé hién rang Dit liéu Phwong tién dang dwoc chia sé. Néu phwong tién da dugc
lién két vi mot tai khodn FordPass, biéu twgng nay thé hién rang Dit liéu Phuong
tién va/ hodc Dir liéu Lai xe dang dwoc chia sé (phu thudc vao cai dit chia sé dir
liéu cda ban).

- Néu phurong tién da dwoc lién két véi mot tai khoan FordPass, biéu twgng nay
thé hién rang Dir liéu Phuong tién va/ hodc Dir liéu Lai xe, va Dt liéu Vi tri dang
dworc chia sé (phu thudc vao cai dat chia sé dir liéu ctia ban).

1.8 Tdi c6 thé kiém soat dir liéu dworc giri tir modem FordPass Connect trén phwong tién cua
t0i?

C6, ban c6 thé xem va ca nhan hoa viéc cai dat két no6i va bao mit trén hé théng théng tin giai tri SYNC
trén phuong tién ctia ban. Trong menu Cai dit, lwa chon “Tinh ndng Két néi Phwong tién” va cac lya
chon sau sé dwgc hién thi. Lwu y: Chia sé Vi tri Phwong tién (Share Vehicle Location), Chia sé Di liéu
Lai xe (Share Driving Data) va Phan hoi Nhin dién Giong néi (Speech Recognition Feedback) sé khong
hién thi trén menu cho t&i khi phwong tién dwgc lién két voi mot tai khodn FordPass.

Két ndi Phwong tién

o Khi “bat” (on), phwong tién sé dwoc két ndi véi dich vu mang di dong va Cap nhit Phan mém, néu
0, va cac thong tin co ban vé phwong tién sé dugc chia sé.

o Khi “tit” (off), phwong tién s& khong dwgc két ndi véi dich vu mang di ddng, va thong tin khong
dwoc chia sé, khong c6 dich vu két no6i nao hoat dong.

Chia sé Dir liéu Phwong tién

o Khi “bat”, phwong tién sé chia sé nhirng dir liéu nhw tinh trang, hoat déng, va cic chin doan hé théng
cia phwong tién (nhw dén canh bao, mirc tiéu thu nhién liéu, ap suat 16p).

o Khi “tit”, phwong tién sé khong chia sé thong tin va dich vu két ndi can t&i Dit liéu Phwong tién sé
khong hoat dong.

Viéc ban “bat” déng nghia véi viéc ban dong y cho Dir liéu Phwong tién dwoc truyén téi Ford. Sau do,
tit ca cac tinh nang dwoc két n6i bao gom DPiéu khién Khéi dong Tir xa; Diéu khién Khéa/Md khoa tir

xa; Canh bao Tinh trang Phwong tién sé hoat déng va hién thi trén rng dung FordPass ctia ban.

Chia sé Phan tich Phwong tién



o Khi “bat”, phwong tién sé chia sé 4n danh thong tin vé st dung va hoat dong cta cac tinh nang, dich
vu va cong nghé cia phwong tién (vi du nhw nhitng tinh nang nao dwoc st dung).
o Khi “tat”, phwong tién sé khong chia sé thong tin.

Chia sé Vi tri Phwong tién

o Khi “bat”, vi tri cia phwong tién sé duoc chia sé.

o Khi “tdt”, phwong tién sé& khong chia sé thong tin va dich vu dwoc két ndi can Dit liéu Vi tri sé khong
hoat dong.

Lwu y rang khi ban bat Két ndi Phwong tién ddng nghia v&i viéc ban dong y truyén dir liéu veé vi tri tdi
Ford.

Chia sé Dir liéu Lai xe

o Khi “bat”, phwong tién sé chia sé dir liéu vé 14i xe va thong tin st dung nhw phanh, trang thai day
dai an toan, ban dap ga, va viéc sir dung cac tinh nang ho tro nguoi 14i.

o Khi “tat”, phwong tién sé khong chia sé thong tin va cac dich vu dwoc két ndi can Dit liéu Lai xe sé
khong hoat dong.

Phan ho6i Nhin dang Gigng néi

 Khi “bat” va phat hién thdy 1énh bang giong n6i khong thanh cong, tép 4m thanh c6 lién quan va mot
s6 dit liéu phwong tién dwgc két ndi nhat dinh (vi du nhw théng tin chin doan) sé dugc chia sé.

 Khi “tat”, phwong tién sé khong chia sé thong tin.

1.9 Chia sé phwong tién ctia ban hoic diéu khién mét phwong tién dwoc chia sé

Ban c6 thé lwa chon chia sé quyén st dung phwong tién ctia minh véi nhitng ngudi dung khac bang
cach iy quyén thong qua trng dung FordPass va lwu y rang, chung tdi sé khong chiu bat ky trach nhiém
nao phat sinh tir va déi véi sy chia sé cta ban. Tinh ning nay dem lai sw linh hoat t6i wu, ddc biét 1a
trong nhirng gia dinh c6 nhiéu thanh vién cuing st dung mot phwong tién.

Tém tat lai, néu ban dang diéu khién mot phwong tién c6 modem FordPass Connect da dugc lién két

v&i mot tai khoan rng dung FordPass, (nhitng) nguwoi dung rng dung FordPass, phu thudc vao cai dat

két ndi va bdo mat trén phwong tién, c6 quyén truy cip:

 vi tri cia phwong tién;

e cacdich vu cho phép phwong tién co6 thé diéu khién kh&i dong tir xa (néu cd), khéa va mé khoa; va

e cac dich vu hién thi thong tin vé tinh trang phwong tién (vi du nhw vé mic nhién liéu ctia phwong
tién).

Mot phwong tién cé thé lién két véi nhiéu hon mot tai khodn &ng dung FordPass. Néu ban dang diéu
khién mot phwong tién dwoc lién két véi nhiéu hon mét tai khoan ing dung FordPass, phu thudc vao
cai dat két ndi va bdo mat trén thiét bi, (nhitng) ngudi dung cia moi tai khodn cé thé truy cap vao
thong tin va dich vu da liét ké bén trén.

Néu ban lwa chon lién két tai khoan &ng dung FordPass v&i mét phwong tién da dwoc lién két vai tai
khoan &rng dung FordPass khac, théng qua &rng dung FordPass, tén ctia ban va viéc ban yéu cau két néi
sé dworc chia sé v&i (nhirng) ngwoi dung da lién két tai khoan rng dung FordPass cda ho véi phwong
tién truedc ban. Ngwoi dung hodc nhitng ngwdi dung nay sé c6 co hoi cho phép hoac tir chdi sw lién két
v&i phwong tién ctia ban.



Chi tiét hon, FordPass cho phép khich hang iy quyén cho nguoi ding khac str dung phwong tién cua

minh theo nhitng nguyén tac dwdi day:

e DAau tién, ngwoi dung dau tién phai iy quyén truy cap thong qua hé thong théng tin gidi tri dong bo
cia phuwong tién. Piéu nay c6 nghia 1a ngwoi dung dau tién phdi c6 quyén truy cip thuc té vao
phuwong tién dé€ hoan thanh bwéc Gy quyén nay.

e Sau d6, ngwoi dung dau tién c thé cho phép ngudi khac truy cip vao phwong tién cia ho thong qua
trng dung FordPass. Sau khi tai khoan &ng dung FordPass ctia nguwoi dung dau tién dwoc lién két
v&i phwong tién, viéc thém bat ky nguwdi dung nao sau d6 déu co6 thé duoc thwe hién chi théng qua
trng dung FordPass ma khong can t&i quyén truy cip thuwc té vao phwong tién.

e D€ nguoi dung thi hai dwoc thém vao phwong tién, ngwdi dung thi hai cin thém so6 VIN xe trong
trng dung FordPass ctia ho va yéu ciu duoc truy cap. Mot thong bao trén ng dung sé dwoc chuyén
truec tiép tdi ngwoi dung dau tién dé chap thuan.

e Sau khi dwgc chip thuln, ngwdi dung thi hai c6 quyén truy cip va diac quyén giong nhw ngwdi dung
dau tién, cho phép nguwoi dung thi hai iy quyén cho ngwoi dung thi ba va twong tu.

e MObi khi mot ngwdi dung méi yéu ciu truy cAp phuong tién, tit cA nhitng ngudi dung da duoc y
quyén déu nhin dwoc mot thong bao (yéu cau chip thuit) trén tng dung FordPass. Bat ky ngudi
dung nao da dwgc uy quyén déu co thé chap thuin ngudi dung méi.

e Sau khi nguwoi dung méi dwgc cip quyén truy cip vao phwong tién, ho sé nhin dwoc thong bao tir
FordPass rang quyén truy cip cua ho da dwgc chip thuan. Va FordPass sé gii thong bao tdi tit ca
nhitng nguoi dung da dwoc ty quyén dé thong bao cho ho biét ngwdi duing nao da cip quyén truy
cap cho nguwoi dung méi.

e SO nguwoi dung dugc ty quyén téi da cho mot phwong tién dugc két néi la mwoi (bao gom ca ngudi
dung diu tién).

e Nhitng nguoi dung trede co thé xem tat ca yéu cau va nguoi dung dwgc Gy quyén trong muc Thong
bao trén &rng dung FordPass.

e DE& x6a nhirng ngwoi dung da dwoc Gy quyén, hay thuwc hién Khoéi phuc cai dat goc trén hé théng
thong tin giai tri dong bd ciia phwong tién. Khdi phuc cai dit goc sé xda toan bo nhirng ngwdi dung
da dwoc Gy quyeén, x6a dir liéu cad nhan da nhip nhw danh ba, tén cta nhirng thiét bi da dwoc ghép
doi, va dwa phwong tién vé cai dit mac dinh ban dau.

Néu ban chia sé phwong tién cia minh véi ngwdi khic, vui long thong bao téi ho vé cai dat két ndi va
bdo mat trén phwong tién cta ban. Vi du nhuw, vui long thong bao t&i cac hanh khach trén xe va nhirng
ngudi diéu khién khac rang Thong tin Két ndi Phwong tién dang dwoc chia sé véi ching tdi va nhirng
nha cung cip dich vu ctia ching téi. V3, hiy cho ho biét rang ho c6 thé tit Két ndi Phwong tién va Cai
dat Quyén riéng tw trong menu Cai dit ctia hé thong théng tin giai tri. Ban sé chiu trach nhiém cho viéc
dam bao ring bat ky ngwoi ndo dwoc ban chia sé phwong tién déu biét vé Két ndi Phwong tién va Cai
dat Quyén riéng tw va ho da doc ky, hiéu rd DPiéu khoan va Chinh sach vé quyén riéng tw Chiéc xe Két
ndi Ford va da dong y viéc chung tdi thu thap, st dung va/hodc tiét 16 dit liéu ca nhin khi ho diéu khién
phwong tién.

Chon phién ban phwong tién, bao gom: biéu twong cia phwong tién, va, mot clra s6 chia sé dir liéu sé
dwoc bat 1én, tai d6 cho biét Thong tin Chiéc xe K&t noi dang dwoc chia sé:

Nhirng ngwdi diéu khién va nhirng hanh khach khong cé thiét bi di déng hoic c6 thiét bi di dong khong
nhin dang dwgc sé thdy mot hop thoai hién thi trén phwong tién canh bao vé cai dit chia sé dir liéu
hién tai. Mot thiét bi di dong dwoc xem “nhdn dang dwoc” néu né da dwgc ghép doi véi hé thong thong
tin giai tri dong bo. Bang cach nay, néu ai d6 mé& st dung phwong tién clia ban, hoic chwa diéu khién
phuwong tién da dé ghép déi thiét bi di dong cia ban, phwong tién sé thong bao cho ho vé cai dat chia
sé dir liéu hién tai.



1.10 Sy quan trong cia Khoi phuc cai dit cho Phwong tién

Trwéc khi ban hodc chuyén quyén sé hiru ctia phwong tién, hiy hoan thanh KHOI PHUC CAI BAT GOC
(xem chi tiét bén dwdi) dé€ x6a toan bo dir liéu cad nhin da nhip nhw danh ba, tén clia nhitng thiét bi da
ghép ndi va dwa phwong tién vé cai dit mac dinh ban dau. Piéu nay giong nhw x6a dit liéu bd nhé dién
thoai ctia ban khi nang cip 1én mét thiét bi mé&i. Va, dirng quén Khoi phuc cai ddt goc khi ban mua mot
phwong tién di qua st dung dwoc trang bi modem FordPass Connect.

Hwéng dan Khéi phuc cai dat goc

Khoi phuc cai dit goc sé khoi phuc cai dit cia modem nhw mo ta bén trén va tit ca cai dat dong bd. N6
ciing sé x6a toan bo dir liéu dwgc dong bo Iwu trir, bao gdbm cac thiét bi da dwoc ghép doi, danh ba, lich
str cudc goi, dia chi dwoc lwu va sé x6a toan bd nhirng nguwoi dung da dwgc Gy quyén, loai bé quyén
truy cap phwong tién ctia ho thong qua tai kKhoan (rng dung FordPass.

Khoi phuc cai dat goc chi cé thé thuc hién trén phwong tién va nén dwoc thwe hién triedc khi chuyén
quyén s¢& hiru phwong tién cta ban, hodc bat ky thoi diém nao ban mudn loai bo nhirng nguwoi dung da
dworc Gy quyén truy cip phwong tién ctia ban thong qua tai khoan &ng dung FordPass.

Cac bwdrc thuc hién:

1. Ngbi trong xe, khéi dong phwong tién va chon Cai dat (Settings) trong thanh tinh ndng & cudi man

hinh SYNC chinh.

2. Chon Chung (General). Ban c6 thé can phai vuét sang man hinh tiép theo.

3. Kéo xudng va chon Khdi phuc (Reset).

4. Chon Khéi phuc cai dit gdc (Master Reset).

5. Mot tin nhdn s& xuAt hién d€ xdc nhan rang toan b cai dit hé thdng sé dwoc khoi phuc thanh cai dit

mac dinh ban dau. Chon Tiép tuc (Continue).

6. Viéc Khéi phuc cai dit géc da hoan thanh. T4t cd nhitng ngudi dung dwoc ty quyén trudc day sé
nhan dwgc thong bao “Truy cap Phwong tién bi g& bo” trong tai khoan FordPass ctia ho va sé khong
thé truy cap vao xe.

7.Néu ban muén lién két lai phwong tién véi tai khoan FordPass ciia minh, vui long thwe hién qua trinh
nay trong &ng dung FordPass. Trén man hinh Chi tiét Phwong tién, chon Kich hoat Phwong tién
va thuc hién theo hwdng dan da néu. Viéc lién két lai phwong tién véi tai khodn FordPass clia ban
sé khong iy quyén lai nhirng ngwdi dung dwoc Gy quyén truede day.

2. CHINH SACH VE QUYEN RIENG TU Y'NG DUNG KET NOI PHUONG TIEN FORD

2.1 Cam két vé Chinh sach vé quyén riéng tw ciia ching toi

Ford cam két quan ly thong tin cA nhan clia ban mot cach cdng bang va phi hop v&i Chinh sach vé
quyén riéng tw cia chiing t6i va véi Phap luat Viét Nam. Khi thong tin phwong tién dwoc két néi dwoc
lién két véi s6 VIN phwong tién va dwgclién két véi ban, Ford sé quan ly thong tin nay dwéi dang thong
tin ca nhan. Piéu khodan va Chinh sach vé quyén riéng tw cta &rng dung Két néi Phwong tién Ford Viét
Nam quy dinh cich ban c6 thé truy cip va stra bat ky théng tin ca nhin nao vé ban ma Ford lwu tri,
cach ban khiéu nai vé vi pham bao mat béi Ford va cach ma Ford sé x® 1y v&i khiéu nai vé bdo mit.
Ban c6 thé lién hé Trung tAim Cham s6c Khach hang cta Ford theo s6 1800588888 hodc gii thw dién
tr t&i fordvn @ford.com.
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Ford cam két quan ly dit liéu c4 nhan ctia ban mot cach cong bang va phi hgp véi Chinh sach vé quyén
riéng tw clia chung tdi va véi Phap luit Viét Nam. Khi thong tin Chiéc xe Két néi (xem chi tiét bén dwdi)
dworc lién két véi so VIN phuwong tién va dwoc lién két véi ban, Ford sé quan ly div liéu nay dwéi dang
dit liéu ca nhan.

Ban c6 thé tim hiéu tdng quat hon vé cic quy dinh bdo mat cia Céng ty TNHH Ford Viét Nam tai
https://www.ford.com.vn/privacy-disclaimer/

Trong treong hop ban st dung rng dung FordPass, vui long doc ki Diéu khoan va Chinh sach vé quyén
rieng tw cua Ung dung FordPass tai day https://www.ford.com.vn/owner/ford-family-
guarantee/fordpass/

Chung tdi c6 thé sir dung va/hodc tiét 16 dir liéu ca nhan cta ban:

¢ cho muc dich ma ching t6i thu thap (va lién quan t&i nhitng muc dich hop ly khac ma ban mong
muon);

e cho muc dich khac ma ban da dong y;

e khi phap luét cho phép hoic yéu ciu.

Tong quan lai, ching téi thu thap, str dung va/hodc tiét 16 thong tin ¢4 nhin cta ban dé ching tdi c6
thé thwc hién hoat dong kinh doanh va lién hé véi ban vé nhirng san pham va dich vy, va cho muc dich
van hanh hoat dong kinh doanh ctda ching t6i.

Mot vai muc dich cu thé ma chung t6i thu thip, st dung va/hodc tiét 16 dir liéu ca nhan la:

e cho phép ban kiém soat nhirng tinh ning nhat dinh cia phwong tién va cung cip cho ban cac Dich
vu Két néi;

o dé thuc hién cic yéu cAu va giai quyét cac thic mic clia ban;

e d€ ca nhin hoa trai nghiém cua ban va thong tin lién lac ban nhan dwoc;

e déquan ly va cai thién hoat dong kinh doanh ctia ching t6i cling nhw moi quan hé ctia ching t6i véi
ban;

e dé danh gia chat lwong nhirng dich vu ma ching t6i va cac Pai ly ctia chung to6i cung cap, va cac dich
vu ma cac nha cung cip cla ching t6i cung cip cho chiing toi hodc thay mét cho ching t6i;

e dé cung cip cac ban cip nhit qua mang cho modem FordPass Connect (Néu c6);

e cho cdc muc dich x ly sw c6;

e dé thuc hién cac hoat dong chin doan tir xa;

e dé dw dodn nhirng san pham hoic dich vu cia Ford ma ban c6 thé quan tim;

e dénghién ctru va phat trién méi hodc cai thién nhitng san pham, dich vy, chién lwoc kinh doanh va
tiép thi; va

o dé phat hién, ngin chin va xtr Iy cic vin dé vé gian 14n, bdo dam, an toan va bao mét.

Chung toi c6 thé str dung va tiét 16 dir liéu ca nhan cta ban cho muc dich tiép thi trwc tiép khi ban lwa
chon nhéin cac tai liéu tiép thi tir Ford, hodc viéc tiét 16 dir liéu dé dwoc cho phép bédi Bao vé Bao méat
Dit liéu va cac Quy dinh khac tai Viét Nam. Tiép thi tryc ti€p bao gbm viéc két noi truc tiép véi ban
nham muc dich quang c4o san phadm hoic dich vu. Tiép thi tric ti€p c6 thé dwoc thwc hién qua nhiéu
phuwong thitrc nhw thw, dién thoai, thw dién t, tin nhan SMS hoic cc thong bao trong trng dung. Ban
c6 thé hiy bo dang ky tiép thi truc tiép, hodc thay déi dia chi lién lac bang cach lién hé v&i ching toi.

Nhin chung, ban khéng c6 nghia vu cung cip bat ky dit liéu cd nhan nao theo yéu ciu cta ching toi.
Tuy nhién, khi ban lwa chon gitr lai dir liéu ca nhan va khéng déng y, chung t6i c6 thé khong cung cip
dwogc cho ban nhitng dich vu dwa trén viéc thu thip di liéu ca nhan. Ching t6i c6 quyén chan, loai bo,
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va/hodc x6a vinh vién dit liéu ctia ban vi bat ky li do nao, bao gdbm ca viéc vi pham cac Diéu khoan va
chinh sach khac ctia ching t6i, hodc theo quy dinh cia phap luat hién hanh.

2.2 Thong tin Phwong tién dworc Két néi

Duwéi day la cac loai thong tin phuwong tién dwgc két noi ma ching téi thu thip va muc dich sir dung
théng tin d6. Dwa trén mirc d6 két ndi phwong tién ma ban lwa chon va cac Dich vu Két néi ma ban st
dung, ching t6i c6 thé thu thip, st dung va xi 1y tit cd hodc mot vai dir liéu thong tin phwong tién
dwoc két n6i nhw mé ta dwdi day.

Danh muc D& liéu
Két ndi Phwong tién

Vi du cta dir liéu

Ford str dung dir liéu dé nhw thé
nao?

Dir liéu Phwong tién

Thong tin vé phwong tién, cidc thanh
phén va bd phan cua phwong tién, bao
gOm trang thai ciia ching va hoat dong,
cling nhr chin doidn hé théng cua
phwong tién (vi du nhw sd VIN, mau
phén clrng va sé bd phén, déng ho do
quang duwong, ap suat 16p, mirc nhién
liéu va dau, dc quy va trang thai khoa,
cac ma sw ¢0, cac chi s6 canh bdo, cac
canh bio, va chidn doan doéng bd),
thong tin sac xe (néu cd), va cac thong
tin khac vé hoat dong clia phwong tién.

DPé cung cip cac Dich vu Két noi; dé
hiéu ro hon va khic phuc cac van dé
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vé hoat dong cua phwong tién; cho cac
muc dich chin doan tir xa va nghién

clru va cai thién san pham.

Dir liéu Lai xe

Théng tin vé cach vin hanh va st dung
phuwong tién (vi du nhw téc do, cach st
dung chan ga, phanh, vo lang, day dai
an toan, v.v.)

Cung cip cac dich vu két néi; dé hiéu
ro6 hon va khac phuc cac van dé vé
hoat dong cda xe cling nhw cho muc
dich nghién ctru va cai thién san
pham.

Vi tri Phwong tién

Thong tin vi tri/GPS chinh xac cta
phwong tién, bao gém vi tri hién tai,
hwéng di chuyén va toc do, toc do va
hwéng di chuyén cia phuwong tién
dwoc thu thap trong thdi gian thue.
Thoéng tin vi tri/GPS chinh xac cta
phuwong tién, bao géom vi tri hién tai,
hwéng di chuyén, toc do, vi tri sac duoc
st dung (néu cd) va thong tin vé moi
treong noi phwong tién hoat dong (vi
du nhw thoi tiét, dit liéu doan dwong,
diéu kién mat dwong, bién bao giao
thong va thong tin moéi trwedng xung
quanh khac).

Cung cap cac dich vu két n6i dé hiéu
ro hon va khac phuc cac van dé vé
hoat dong; cho muc dich chin doan twr
xa va cho muc dich nghién ctru va cai
thién san pham.

Canh bao Trang thai
Két naéi (chi Canh bao
Nga sau va Bao dong
chong trém)

Cac canh bao dwoc modem gtri dinh ky
dé duy tri két ndi véi mang vién thong.
Nhitng thong bido nay bao gom S6 nhan
dang xe (VIN), S6 seri dién tr cia

D€ xac nhan ring modem FordPass
Connect c6 kha nang gtri va nhan dir
liéu qua mang vién thong.




modem FordPass Connect (ESN), so
seri e-SIM (ICCID)

Thong tin Cip nhat | Phin mém hién tai va cic vin dé ky | D€ ddm bao rang phwong tién ctia ban
Phin mém (néu kha | thuit cé lién quan. c6 tat ca cac ban cap nhit can thiét.
dung)

2.3 Dir liéu va An toan Thong tin mang

Khoéng mot ai c6 thé bado ddm rang viéc truyén dir liéu qua mang Internet 13 an toan, tuy nhién, ching
toi, nhitng nha ciing cip dich vu va cac d6i tac rat coi trong dir liéu va an ninh mang, dic biét la lién
quan dén dir liéu ca nhan cta ban.

Chung t6i str dung nhiéu bién phap kj thuit, quan ly va vat ly dé giup bao vé va duy tri tinh bao mit,
tinh toan ven va tinh kha dung cua dir liéu phwong tién dwoc két néi.

Ford c6 mot dbi an ninh mang cho phwong tién dwoc két néi va ap dung nhiéu bién phap ky thuat va
td chirc vé an toan dé bao vé dir liéu ctia phwong tién dugc két noi, bao gom cac bién phap kiém soat
truy cip dé han ché truy cip khong cin thiét hodac trai phép vao, hao ton, thay thé, stra chira hodc tiét
16 dix liéu phwong tién dwoc két néi, tuin theo cac quy dinh cta phap luit Viét Nam cling nhw cac bién
phap an ninh mang nhw phan hdy va ma hoéa di liéu.

Ford da thwc hién cic bién phap kiém soat truy cip va st dung cac thiét bi lwu trir va xt ly dir liéu
dwoc bdo mat va phu hop cho viéc thu thip, st dung va/hodc tiét 16 dir liéu ca nhin. Ching toi han ché
viéc truy cAp di liéu ca nhan cling nhw cac thiét bi lwu trit va xtr Iy bang cach dit quyén truy cip hoic
sw chap nhén, chi cho phép nhirng ca nhan dwoc Gy quyén c6 quyén truy cip dit liéu ca nhan, va thuc
hién trach nhiém ctia nguwoi dung dé€ ngan chin truy cip trai phép, tiét 16, nhan thirc, sao chép bt hop
phdp dit liéu c4 nhin hodc danh cdp thiét bi lwu trit hodc xtr ly. Ching tdi cling c6 cac bién phap thich
hop dé cho phép kiém tra lai quyén truy cip, thay d6i, x6a hodc chuyén dir liéu ca nhan.

2.4 Truyén, lwu trir va chia sé Dir liéu

Chung t6i c6 thé chia sé dir liéu cta thiét bi dwoc két noi véi:

e cac cong ty co lién quan téi ching toi;

e cac congty hodc cac to chirc ma ching téi cam két cung cip cac dich vy, hodc c6 lién quan dén chiing
tdi (bao gdbm cac nha cung cip dich vu van chuyén thw, cac dai ly tiép thi, cAc nha cung cip dich vu
hd tro trén dwong, cic nha cung cdp dich vu phan tich, cac nha cung cip dich vu t6 chirc sw kién,
nha cung cap dich vu website va dir liéu, va cdc nha cung cip cong nghé théng tin khac, d€ phan tich
xu hwéng, nghién ctru thi trieong, khuyén mai va cung cap théng tin thong ké vé doanh sé ban hang
cho cac co quan trong nganh);

e cac cong ty va cac to chirc khdc ma ban yéu ciu hodc déng y cho phép ching toi chia sé dir liéu ca
nhan cha ban;

e Ccac cdng ty va cac t6 chirc khac ma ching tdi tin rang ban c6 thé quan tAm t&i cac dich vu va/hodc
cac san pham cia ho;

e cac Daily va cac ddi tac cta ching toi trong tredng hop cin cung cip cho ban sdn phdm hoic dich
vy, vi du nhw cac nha cung cip mang vién thong ctia ching toi;

e cacc6 van chuyén mon;

e bat ky co quan thwc thi phap luit nao, toa an, co quan quan ly, co quan Nha nwéc hodc bén thi ba
khéc (vi du nhw cAc nha cung cAp mang vién thong ctia ching tdi) ma chiing téi tin rang viéc chia sé
dir liéu phwong tién dwoc két ndi la can thiét dé ching tdi tudn tha cac nghia vu phap ly hoac quy



dinh cda ching toi hodc dé bdo vé quyén cta chung toi, quyén cta bit ky bén thi ba nao hoic an
toan ca nhan cta bt ky cad nhan nao, hodc dé phat hién, ngan chan hodc gidi quyét cac van dé gian
1an, bdo mat hodc an toan; va

e batky bén thi ba nao mua hodc chiing toi chuyén giao tit ca hodc vé co ban 1a tat ca tai sdn va/hodc
cong viéc kinh doanh ctda chiing toi.

Chuing t6i chi chia sé dit liéu ca nhan cda ban v&i cac bén thir ba trong cac trueong hop dwgc néu & trén
hoac trong cac trwong hop khac phu hop véi cac quy dinh phap lujt ca Viét Nam.

Cacbén ma chung toi tiét16 va/hodc chuyén giao dit liéu cA nhan bao gobm ca cac bén & bén ngoai pham
vi lanh th6 Viét Nam. Di¥ liéu phwong tién dwoc két noi c6 thé dwgce chuyén tir modem FordPass
Connect dén Céng ty Ford Motor (cong ty me cua ching t6i) tai Hoa Ky. Khi diéu nay xay ra, dir liéu
dwoc Iwu trir tai cac vi tri lwu trir va xi ly dir liéu cta Ford, bao gom mdy chi Ford va co s& ha ting
dam may cua bén thir ba, tit cad déu dwoc dat tai Hoa Ky (hodc theo yéu cau khac cua phap luit Viét
Nam). Trong qua trinh kinh doanh théng thwong, ching t6i thwong chuyén dir liéu ca nhin dén cac
cong ty trong Tap doan Cong ty Ford Motor dit tai Hoa Ky va An P9, noi dit dir liéu cta tip doan Ford
va cac trung tim kinh doanh cda ching téi va cho cac nha cung cip dich vu & nwéc ngoai clia ching toi
dat tai Hoa Ky.

Ngoai trir trweong hop ngoai 1€ dwoc 4p dung theo quy dinh cia Viét Nam, ching t6i sé thwc hién cac
thu tuc hop ly d€ ddm bao rang ching tdi dwoc phép chuyén dir liéu ca nhan phi hop véi cac quy dinh
cta Viét Nam. Vi dy, ching téi c6 thé c6 dwoc sw ddm bao theo hop dong tir bat ky ngudi nhan dir liéu
c4 nhan nao d€ ddm bdo rang dit liéu c4 nhin ctia Ban sé& dwoc bao vé theo cac tiéu chuin bdo vé dir
liéu c4 nhan twong dwong véi cac tiéu chuin bat budc theo quy dinh cta Viét Nam ciling nhw dé€ dam
bao rang ching sé khong vi pham cac quy dinh trong quy dinh phap luat ctia Viét Nam.

2.5 Lwu giir

Chuing t6i git dir liéu cd nhin cta ban trong thoi gian cin thiét dé thye hién cac muc dich néu trén. Tuy
nhién, ching téi c6 thé lwu gitt dit liéu ca nhan cta ban trong thoi gian dai hon néu ching téi can tuin
thu cdc quy dinh phdp luat cia Viét Nam, chinh sach ndi b, quy tic hoat ddng ctia ching tdi hodc khi
c6 tranh chap xay ra khi cin thiét.

Mot khi ching toi khong cin dir liéu ciia phwong tién dwoc két noi vi bat ky 1y do gi, dir liéu d6 sé dwoc
an danh hodc bi pha hiy khéng thé phuc hoi. Trong treong hop dir liéu da dwoc 4n danh khong thé
phuc hoi, Ford cé thé gitr lai va str dung né cho bat ky muc dich nao.

2.6 Quyén Chu thé véi Div liéu cta ban, va Phwong thirc lién hé véi ching toi

Tuy thudc vao cac diéu kién theo quy dinh ctia Viét Nam va quy trinh quan Iy quyén chi thé véi dir liéu
cda chung toi, ban c6 thé c6 cac quyén sau day.

e Truy cip. Ban c6 thé c6 quyén truy cip va yéu ciu ban sao dir liéu ca nhin cia ban ma ching t6i da
thu thép, str dung hodc tiét 16.

« Diéu chinh. Ban c6 thé c6 quyén yéu ciu dir liéu cd nhan ma ching téi thu thap, sit dung va/hoac
tiét 16 vé ban dwoc stra chira, cip nhit, hoan thién va khong gy hiéu lam.

 Truyén Dit liéu. Ban c6 thé c6 quyén 14y dir liéu ca nhan vé ban ma ching téi lwu trit bing dang
dién tr c6 thé doc dwoc, va dong thoi truyén dir liéu do6 téi chia thé quan ly dir liéu khac.

e Phan d6i. Ban c6 thé c6 quyén phan dai viéc thu thap, str dung va / hodc tiét 16 dir liéu cd nhin cta
ban trong pham vi cho phép theo quy dinh cta Viét Nam.



» Han ché. Ban c6 thé c6 quyén han ché viéc chung téi st dung dir liéu ca nhan ctia ban trong mot sé
trweong hop.

 Rutlai sy dong y. D6i véi cdc muc dich ma ban da dong y cho chiing to6i thu thip, str dung va/hoac
tiét 16 dit liéu ca nhan cta ban, ban cé thé c6 quyén rut lai sy déng y cia minh trong mot sé trueong
hop. Trong tredng hop nay, ban can tit Két ndi trén phwong tién va lién hé Trung tAm tro giup
“FordGuides” d€ vo hiéu héa tai khoan trén &ng dung FordPass.

e X6a bo. Ban c6 thé c6 quyén yéu ciu ching tbi x6a bo, htly bé hodc 4n danh di liéu cid nhin cua ban
ma chung t6i da thu thap, sit dung hoac tiét 16.

» Khiéu nai. Ban cé quyén khiéu nai t&i co quan c6 thAm quyén trong trwdng hop ban c6 chirng cir
chirng minh rang Cong ty da khong tuan thu cac quy dinh phap luat vé an toan thong tin c4 nhan.

Né&u ban c6 bat ky ciu hoéi, thdc mac hoic khi€u nai nao vé viéc chung t6i thu thap, sit dung va/hoic
tiét 16 dir liéu c4 nhan hodc néu ban cho rang chung tdi khong tuan thu chinh sach nay hoic cac quy
dinh phap luat cia Viét Nam, vui long lién hé véi ching t6i.

Chung to6i sé xem xét moi khiéu nai mét cach nghiém tdc va moi khiéu nai sé dwoc danh gia bdi mot
ngudi phit hop nham muc dich giai quyét moi van dé mot cach kip thdi va hiéu qua. Ching toi dé nghi
ban hop tac vdi ching téi trong qua trinh nay va cung cip cho ching t6i bat ky thong tin lién quan nao
ma chdng téi c6 thé can.

Néu ban c6 ciu héi hodc thic mic lién quan dén viéc chung tdi sir dung thong tin ctia ban, hoic mudn
thwc hién bit ky quyén nao cta ban, vui long lién hé véi chiing toi. Théng tin lién hé chi tiét ctia ching
toi nhw sau:

e (Congty TNHH Ford Viét Nam
Email Trung tdm Cham s6c Khach hang: fordvn@ford.com
Pién thoai Trung tam Cham s6c Khach hang: 1800588888

2.7 Thay déi

Chuing t6i c6 thé stra hodc cip nhat Chinh sach vé quyén riéng tw nay bat ky ldc nao. Ching toi sé thong
bao ban (hodc nhin dwoc sw dong y clia ban néu cin c6 sw dong y) vé bit ky thay d6i quan trong nao
hoac bat ky thay d6i nao dwgc yéu cau vé mat phap 1y quan trong ddi véi Chinh sach vé quyén riéng tw
nay.
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Ford Connected Vehicle Terms and Privacy Policy
Ford Vietnam Limited.

Version date: September 2022
Ford Vietnam Limited is responsible for information received from your connected vehicle.

For some data processing activities described here, our parent company, Ford Motor Company (based
in the United States of America), takes primary responsibility. Where this is the case, Ford Motor
Company will work with us to ensure that your personal data, and your rights in relation to it, are
protected.

When we use the terms “Ford”, "we", "our" or "us", unless we make clear otherwise, we are referring
to Ford Vietnam Limited and Ford Motor Company.

Please read carefully and understand these Terms and Privacy Policy before using Ford
Connected Vehicle when your personal data/information shall be collected and processed by
Ford through Vehicle Connectivity.

1. FORD CONNECTED VEHICLE TERMS

1.1 Introduction

Welcome to the world of Ford connectivity.

Through devices like mobile phones, we connect with the world around using wireless communication
technology. Your Ford connected vehicle lets you do the same.

To understand how, let’s begin with an explanation of how the technology works to deliver our
services to you.

Your Ford vehicle contains an embedded FordPass Connect modem. When you take delivery of the
vehicle, the modem is connected to the cellular network and sending certain limited data to Ford’s
parent company, Ford Motor Company and cloud service providers (based in the USA). Examples of



data sent includes basic vehicle information (e.g. VIN, model, year, serial numbers, time, etc.),
diagnostics of vehicle systems (like Oil Life, fuel consumption, tire pressure, etc), and information
about the usage and performance of vehicles, features, and technology.

To make use of the FordPass Connect modem in your vehicle and access the Connected Features, you
need to download the FordPass App (estimated availability in Vietnam in late Q3 / early Q4 2022) to
your compatible mobile device, create a FordPass account, add the VIN to your garage in the FordPass
appand associate the vehicle with your FordPass account, by accepting the in-vehicle “Enable
FordPass Connected Services” screen.

Once the vehicle is associated with your FordPass account, you'll have access to a range of Connected
Services.

1.2 Connected Services
These include:

o Remote Start: Minutes before leaving, you can start your vehicle’s engine from your mobile device
in order to heat or cool the cabin. For this function to work, the automatic transmission must be in
Park and the bonnet must be closed. The vehicle is ready to be driven once you arrive with your
vehicle proximity key. It cannot be driven without the key.

Note:

o When the Remote Start command is activated (and the cabin doors are closed), the alarm
system is active but in a reduced guard mode to avoid false alarms. The perimeter alarm
remains fully active, however vehicles capable of double locking will revert to single stage
central locking. Should a cabin door be ajar when Remote Start is activated, the vehicle will
attempt the locking cycle (confirmation of single stage locking), and the Remote Start
function will still operate successfully.

o For safety precautions, FordPass will only successfully remote start the vehicle twice. On
the third attempt, you will receive an error message requiring you to start the vehicle
manually.

o Remote Start is not compatible with manual transmissions and therefore not available on
manual models.

o Please use Remote Start responsibly, only in well ventilated areas and where you are aware
of your vehicle’s surroundings.

o Extend Remote Start: You can extend the duration of remote start based on your remote start
duration setting in vehicle Sync screen for example, if you perform a remote start and set duration
of engine running time of 15 minutes, once extend button is activated the engine will extend
running time another 15 minutes.

e Schedule Remote Start: You can schedule remote start events in support of your personal
schedule using the app.

Notes:
e This feature is subject to deploy at further app updates.
e FordPass will only successfully ‘Scheduled Remote Start’ the vehicle once.
¢ On the second time, you will get an error message.



e Only after manually starting the vehicle, you will be able to subsequently ‘Scheduled
Remote Start’ via FordPass

¢ Remote Lockand Unlock: You canlock and unlock your Ford vehicle remotely, meaning you don’t
have to rush back to your vehicle to check if you've remembered to lock the doors. This also allows
you to let passengers into your vehicle regardless of whether you are there or not.

Note:

o Remote Lock and Unlock attends to the vehicle cabin doors, bonnet, boot or tailgate. It does
not include sunroof where fitted. In other words, if you have left your sunroof open, and
lock your vehicle remotely, it will not close your sunroof.

o The Remote Lock feature will work even if you leave your key or key fob in the car.

o Always take your key or key fob with you when you leave your vehicle.

o Vehicle Locator: You can see your vehicle’s exact location in the FordPass App, which is
particularly useful if you share your vehicle with one or more members of your household or if you
have forgotten where you parked it.

o Vehicle Status: Through the FordPass App’s Vehicle Status feature, you can check your vehicle’s
key variables including fuel level, odometer, Distance-to-Empty (DTE), and tyre pressures (where
a Digital Read-out Tyre Pressure Monitoring System is fitted) and Oil Life (applicable with
Intelligent Oil-Life Monitor (IOLM) only). This can be helpful when planning your day’s journey.

o Vehicle Health Alerts: The FordPass App capability extends to deep sleep alerts and perimeter
alarm alerts, which can be sent directly to your mobile device, pre-empting service needs.

Note:

o These notifications should not be used or relied upon in place of normal vehicle
maintenance.

o Ifatany time you believe there may be an issue or problem with your vehicle, consult with
a professional for diagnosis and required maintenance.

o Software updates: Enables Ford to conduct software updates to your vehicle’s FordPass Connect
modem (If available).

Notes:

o It does not update your in-vehicle SYNC system, nor any other vehicle system. You can
update your SYNC system, by connecting to a Wi-Fi network, and downloading latest SYNC
software update (If available).

o Software updates can deliver over the air (OTA) to update in-vehicle systems and a
FordPass Connect modem (software).

+ Deep Sleep Mode: Your connected vehicle includes a protective feature known as Deep Sleep
Mode. To prevent battery drain, Deep Sleep Mode is triggered on a connected vehicle after
approximately 14 days of inactivity (for example, if the vehicle has not been started or driven for 14



days). In most cases, this issue can be resolved by starting the vehicle with the key, driving for one-
hour drive at highway speeds, or between 1,500 and 3,000 RPM. While driving, refrain from using
electronics inside the vehicle (radio, phone charger, etc.). When the vehicle is in Deep Sleep Mode,
Connected Services are not available and cannot operate.

1.3 How do the FordPass App and FordPass Connect Modem ‘talk’ to each other?

In simple terms, when you select a command, for example Remote Start, the FordPass App sends a
signal via a telecommunications carrier to Ford’s cloud located in the USA, where, after validation, it
is sent back down to the FordPass Connect modem in your vehicle and the command is carried out.
Your vehicle then sends a signal to confirm it has carried out the ’start’ command via the
telecommunications carrier to Ford’s cloud, where it is then on-sent to your FordPass App on your
mobile device.

If your vehicle’s FordPass Connect modem or your FordPass App cannot connect to the
telecommunications network (for example, due to poor signal strength or data service interruptions),
the Connected Services cannot operate.

1.4 Who is the telecommunications carrier?

The e-SIM which has an identifier (e.g. a serial number) that is unique to each SIM, with this serial
number it is possible to obtain details of network connection and usage etc contained in all FordPass
Connect modems is a global e-SIM which will roam to the signal from one of the five
telecommunications carriers (Viettel, Vinaphone, Mobilephone, Vietnamobile, Gmobile). In this way,
your vehicle will receive the signal available in that location at that moment.

You cannot access nor change the e-SIM in your vehicle’s FordPass Connect modem.

Note, the FordPass Connect modem fitted to your vehicle, will only work with the 3G/4G
telecommunications networks. When these networks are no longer available, the FordPass Connect
modem will stop functioning and the Connected Services and all data transmission via the FordPass
Connect modem will cease.

The telecommunications services for the Connected Vehicle are provided by our third-party service
providers. Due to security and compliance issues, you may be requested to comply with their requests
from time to time, including the obligation relating to SIM card registration and verification.

1.5 What data is the FordPass Connect modem sending from my vehicle in the default factory
settings?

As outlined in the Intro section, when you take delivery of the vehicle, the modem is connected to the
cellular network and sending certain limited data to Ford’s parent company, Ford Motor Company and
cloud service providers (based in the USA). Examples of data sent includes basic vehicle information
(e.g. VIN, model, year, serial numbers, time, etc.), diagnostics of vehicle systems (like warning lights,
fuel consumption, tire pressure), and information about the usage and performance of vehicles,
features, and technology.

This data may be disclosed to Ford, our dealers and our related companies and is used for product
research and improvement, and other purposes disclosed in the Connected Vehicle Privacy Policy
below.



1.6 What data is the FordPass Connect modem sending from my vehicle after I accept the in-
vehicle “Enabled FordPass Connected Services” screen?

1.6.1 Activated FordPass Connect modem (also referred to as “associated to your FordPass account):

* You can activate the FordPass Connect modem after signing the Consent for Ford to collect and
process your personal information (through FordPass App account creation, adding your VIN to
your garage, and tapping the “Activate Vehicle” button in the FordPass App, and accepting the in-
vehicle “Enable FordPass Connected Services” screen. Completing these steps gives you access to
the Connected Services described earlier.

¢ In this mode, the FordPass Connect modem will send additional Connected Vehicle Information
(Driving Data - usage information, such as acceleration and braking) and the vehicle’s location to
Ford’s servers and cloud service providers in order to provide some of the Connected Services.

¢ The FordPass Connect modem will continue to send basic vehicle information (e.g. VIN, model, year,
serial numbers, time, etc.), diagnostics of vehicle systems (like warning lights, fuel consumption,
tire pressure), and information about the usage and performance of vehicles, features, and
technology.

Note: If you don’t want the FordPass Connect modem to share any information about the vehicle, you
must turn “Vehicle Connectivity” off in the settings menu.

Note, in this fully activated state, your vehicle will continue transmitting data even if:

¢ You disable 'Share Vehicle Location;

¢ You disable ‘Share Vehicle Data;

¢ Some but not all users with a FordPass App account associated with a VIN have removed the VIN
from their FordPass App;

¢ You uninstall the FordPass App.

1.6.2 FordPass Connect Default Settings

When you take delivery of the vehicle, the modem is connected to the cellular network and sending
certain limited data to Ford’s parent company, Ford Motor Company and cloud service providers
(based in the USA). Examples of data sent includes basic vehicle information (e.g. VIN, model, year,
serial numbers, time, etc.), diagnostics of vehicle systems (like warning lights, fuel consumption, tire
pressure), and information about the usage and performance of vehicles, features, and technology.

1.6.3 Vehicle Connectivity:

¢ You can turn off ‘Vehicle Connectivity’ via your in-vehicle SYNC system in your Ford and therefore,
the sending of data from your vehicle’s modem will cease. A more detailed description of how to
turn Vehicle Connectivity off is detailed below.

+ When you do not agree for Ford to collect and process your data, the Vehicle Connectivity being
turn off by Ford Dealers. You will be responsible for keep it off, otherwise, your personal data might
be collected and transferred to Ford’s servers and cloud service providers if it is in case to be turn
on.

When you take delivery, you and your dealer can work together to ensure that your vehicle
connectivity settings and data sharing setting are customised to your preferences and decision.

1.7 How do I know if my vehicle is sharing connected vehicle information?



In vehicles fitted with a FordPass Connect modem, you will see icons displayed on the in-vehicle SYNC
screen which indicate that connected vehicle information, which may include location, sharing is
active. These appear as:

If a FordPass account has not been associated with the vehicle, this icon indicates
that only Vehicle Data is being shared. If a FordPass account have been associated
with the vehicle, this icon indicates Vehicle Data and/or Driving Data are being
shared (based on your data sharing settings).

If a FordPass account has been associated with the vehicle, this icon indicates
Vehicle Data and/or Driving Data, plus Vehicle Location are being shared (based
on your data sharing settings).

1.8 Can I control the data that is sent from my vehicle’s FordPass Connect modem?

Yes, you can view and personalize the connectivity and privacy settings in the SYNC infotainment
system in your vehicle. In the Settings menu, select ‘Connected Vehicle Features’ and the following
options are visible. Note: Share Vehicle Location, Share Driving Data, and Speech Recognition
Feedback are not visible in the menu until the vehicle is associated with a FordPass account.

Vehicle Connectivity

¢« When ‘on’, the vehicle is connected to the cellular network service and Software Updates, if
available, and basic information (e.g. VIN, model, year, serial numbers, time, etc.) is being shared.

* When ‘off’, the vehicle is not connected to the cellular network, no information is shared off the
vehicle, no connected services will work.

Share Vehicle Data

¢ When ‘on’, the vehicle is sharing data such as status, performance, and diagnostics of vehicle
systems (like warning lights, fuel consumption, tire pressure).

¢ When ‘off, the vehicle is not sharing the information and connected services that need Vehicle Data
will not work.

When you turn ‘on’, you mean you agree for Vehicle Data is transmitted to Ford. Then, all connected

features including Remote Start; Remote Lock/Unlock; Vehicle Health Status and Alerts are functioned

and displayed on your FordPass App.

Share Vehicle Analytics

¢ When ‘on’, the vehicle is sharing anonymous information about the usage and performance of
vehicle features, services, and technology (for example, which features are used).

¢ When ‘off’, the vehicle is not sharing the information.

Share Vehicle Location

¢ When ‘on’, the vehicle’s location is being shared.

¢ When ‘off, the vehicle is not sharing the information and connected services that need Vehicle
Location will not work.

Note, when you turn on the Vehicle Connectivity, you mean to agree for location data to be transmitted

to Ford.



Share Driving Data

* When ‘on’, the vehicle is sharing driving data and usage information such as braking, seat belt
status, accelerator pedal, and use of driver assist features.

¢ When ‘off’, the vehicle is not sharing the information and connected services that need Driving Data
will not work.

Speech Recognition Feedback

¢ When ‘on’, when a failed voice command is detected, the related audio file and certain connected
vehicle data (e.g. diagnostics information) is shared.

¢ When ‘off’, the vehicle is not sharing the information.

1.9 Sharing your vehicle, or driving a shared vehicle

You can choose to share access to your vehicle to other users by authorising them in FordPass noted
that we will not take any responsibilities arisen from and to your sharing. This offers ultimate
flexibility, particularly in households where multiple people use the same vehicle.

In summary, if you are driving a vehicle where the FordPass Connect modem has been associated with
a FordPass App account, the user(s) of the FordPass App may, depending on the connectivity and
privacy settings selected in the vehicle, have access to:

¢ the vehicle's location;

« services which allow the vehicle to be remotely started (if available), locked and unlocked; and

¢ services which show information about the vehicle's status (for example, its fuel level).

More than one FordPass App account can be associated with a single vehicle. If you are driving a
vehicle with more than one FordPass App account associated with it, depending on the connectivity
and privacy settings selected in the vehicle, the user(s) of each account will have access to the
information and services outlined above.

If you choose to associate your FordPass App account to a vehicle which has already been connected
to another FordPass App account, your name and the fact that you have requested this connection will
be shared, via the FordPass App, with user(s) who associated their FordPass accounts with the vehicle
before you. This user or users will be given the opportunity to allow or refuse your association with
the vehicle.

In detail, FordPass allows a customer to authorise other users to access their vehicle. The rules for this

are:

¢ Firstly, the primary user must authorise their own access via the vehicle’s SYNC infotainment
system. This means that the primary user must have physical access to the vehicle to complete this
authorisation step.

¢ The primary user can then allow others’ access to their vehicle via the FordPass App. After the
primary user’s FordPass account is associated with the vehicle, any users added after can be done
solely via the FordPass App and physical access to the vehicle is not required to add users.

¢ Forasecondary user to be added to the vehicle, the secondary user adds the VIN to their garage, in
their FordPass App account and requests access. This directs a notification to the primary user
requesting in-app approval.

¢ Once approved, the secondary user now has same access and privileges as the primary user,
allowing a second user to authorise a third user and so on.



* Every time, a new user requests access to the vehicle, all existing authorised users receive a
notification (request for approval) in the FordPass App. Any authorised user can approve the new
user request.

o After the new user is granted access to the vehicle, they are sent a FordPass notification informing
them their access has been approved. And FordPass notifications are sent to all authorised users
informing them which authorised user granted access to the new user.

¢ The maximum number of authorised users to one connected vehicle VIN is ten (including the
primary user).

¢ The previous users can see all the requests and authorised users in the Notifications tab in the
FordPass App.

¢ To delete authorised users, perform a Master Reset in the SYNC infotainment system of your
vehicle. A Master Reset will delete all authorised users, remove imported personal data like contact
lists and names of paired devices, and return the vehicle to factory default settings.

If you share your vehicle with others, please tell them about the connectivity and privacy settings for
your vehicle. For example, please inform passengers within the vehicle and other drivers of the vehicle
that Connected Vehicle Information is being shared with us and our service providers. And, let them
know they can turn off Vehicle Connectivity and the Privacy Settings in the Settings menu in the SYNC
infotainment system. You are responsible for ensuring that anyone you share your vehicle with is
aware of the Vehicle Connectivity and Privacy Settings and have read and understood the Ford
Connected Vehicle Terms and Privacy Policy and provided their consent to our collection, use and/or
disclosure of personal data when they are driving your vehicle.

Select model year vehicles include in-vehicle icons and data sharing popups that indicate Connected
Vehicle Information is being shared:

Drivers and passengers without a mobile device or with an unrecognised mobile device will see a pop-
up displayed in-vehicle alerting them to the current data sharing settings. A mobile device is
“recognised” if it has been paired with the SYNC infotainment system. This way if someone is new to
your vehicle, or not driving it enough to pair their mobile device, the vehicle will notify them of its
current data sharing settings.

1.10 The importance of Resetting the Vehicle

Prior to selling or transferring ownership of the vehicle, complete a MASTER RESET (see below) to
remove imported personal data like contact lists, names of paired devices and return the vehicle to
the default factory settings. This is much like wiping your mobile phone memory when you upgrade
to a new device. And, don’t forget to do a Master Reset when you buy a used vehicle equipped with a
FordPass Connect modem.

Master Reset Instructions

A Master Reset will reset the modem settings as described above and all SYNC settings. It will erase all
SYNC stored data including paired devices, phone book, call histories, stored addresses and will delete
all authorised users, removing their access to the vehicle via their FordPass App account.

A Master Reset can only be performed in vehicle and should be performed prior to transferring
ownership of your vehicle, or at any time you wish to remove authorised users from accessing your

Ford via their FordPass App account.

To perform:



1. Sitting in the car, turn the vehicle on and select Settings in the feature bar at the bottom of the SYNC
home screen.
2. Select General. You may need to swipe to the next screen.
3. Scroll down and select Reset.
4. Select Master Reset.
5. A message confirming that all system settings will be reset to factory defaults will appear. Select
Continue.
6. The Master Reset is now complete. All previously authorised users will receive a “Vehicle Access
Removed” notification in their FordPass App account and will no longer be able to access the car.
7. Should you wish to re-associate the vehicle with your FordPass account, start this process in your
FordPass App. On the Vehicle Details screen, select Activate Vehicle and follow the instruction
provided. Re-associating the vehicle with your FordPass account will not re-authorise the
previously authorised users.

2. FORD CONNECTED VEHICLE PRIVACY POLICY
2.1 Our Privacy Commitment to You

Ford is committed to managing your personal information fairly and in accordance with our privacy
policies and the Vietnamese law. Where connected vehicle information is associated with your
vehicle’s VIN and linked to you, Ford will manage this as personal information. The Ford Vietnam
Connected Vehicle Terms and Privacy Policy states how you can access or correct any personal
information Ford holds about you, how to complain about a privacy breach by Ford and how Ford will
deal with a privacy complaint. You can contact Ford Customer Relationship Centre at 1800588888 on
or by emailing fordvh@ford.com.

Ford is committed to managing your personal data fairly and in accordance with our privacy policies
and Vietnamese laws. Where connected vehicle information (discussed in detail below), is associated
with your vehicle’s VIN and linked to you, Ford will manage this as personal data.

You can find out about Ford Vietnam Limited.s privacy practices more generally at
https://www.ford.com.vn /privacy-disclaimer/

If you use the FordPass App, please carefully read the FordPass Terms and Privacy Policy here
https://www.ford.com.vn/owner/ford-family-guarantee/fordpass/

We may use and/or disclose your personal data:
« for the purposes for which we collected it (and related purposes which would be reasonably
expected by you);
« for other purposes to which you have consented to;
e as otherwise permitted or required by law.

In general, we collect, use and/or disclose your personal data so that we can do business with you and
contact you about Ford products and services, and for purposes connected with our business
operations.

Some of the specific purposes for which we collect, use and/or disclose personal data are:
« to allow you to control certain vehicle features and to provide you with Connected Services;


mailto:fordvn@ford.com
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« to fulfil your requests and deal with your enquiries;

« to personalise your experience and the communications you receive;

 to manage and improve our business and our relationship with you;

e to assess the quality of the services we and our dealers provide, and the services our
suppliers provide to us or on our behalf;

* to provide over-the-air updates to the FordPass Connect modem (If available);

« for troubleshooting purposes;

* to carry out remote diagnostics activities;

» to predict which Ford products or services could be of interest to you;

* to conduct research and develop new and improved products, services, and business and
marketing strategies; and

e to detect, prevent, or otherwise address fraud, security, safety, or privacy issues.

We may also use and disclose your personal data for the purpose of direct marketing to you where
you have opted in to receive any marketing materials from Ford, or it is otherwise permitted by
Privacy Data Protection and other Regulations in Vietnam. Direct marketing involves communicating
directly with you for the purpose of promoting goods or services to you. Direct marketing can be
delivered by a range of methods including mail, telephone, email, SMS or in-app notifications. You can
unsubscribe from our direct marketing, or change your contact preferences, by contacting us.

Generally, you have no obligation to provide any personal data requested by us. However, if you
choose to withhold requested personal data and not to provide the consent, we may not be able to
provide you with the services that depend on the collection of that personal data. We reserve the right
to block, remove, and/or permanently delete your data for any reason, including breach of these
Terms, our other policies, or any applicable law or regulation.

2.2 Connected Vehicle Information

Below are the types of connected vehicle information we collect and the purposes for which the
information may be used. Based on the level of connectivity you choose for your vehicle and the
Connected Services you use, we may collect, use and process all or some of the connected vehicle
information data described below.

Category of | Examples of data How is it used by Ford?
Connected Vehicle

Data

Vehicle Data Information about the vehicle, its | To provide Connected Services; to

components and parts, including
their status and performance, and
diagnostics of vehicle systems (such
as VIN, hardware model and part
numbers, odometer, tire pressure,
fuel and fluid levels, battery and
lock status, trouble codes, warning
indicators, alerts, and SYNC
diagnostics), vehicle charging
information (if applicable), and

better understand and troubleshoot
vehicle performance issues; for
remote diagnostics purposes and for
product research and improvement
purposes.




other information about how the
vehicle is performing.

Driving Data

Information about on how the vehicle
is operated and used (such as speed,
use of accelerator, brakes, steering,
seat belts, etc.)

To provide connectivity services; to
better understand and troubleshoot
vehicle performance issues and for
product research and improvement
purposes.

Vehicle Locati

on

Precise location/GPS information
about the vehicle, including current
location, travel direction, and speed,
speed and travel direction of your
vehicle collected in real time.

Precise location/GPS information
about the vehicle, including current
location, travel direction, speed,
charging locations used (if applicable),
and information about the
environment where the vehicle is
operated (such as weather, road
segment data, road surface conditions,
traffic signs, and other surroundings).

To provide connectivity services to
better understand and troubleshoot
performance issues; for remote
diagnostics purposes and for product
research and improvement purposes.

Connection
Alerts (Deep

Status
sleep

alerts and Perimeter
alarm alerts only)

Alerts are sent by the modem
periodically to stay connected to the
telecommunications network. These
messages include Vehicle
Identification Number (VIN),
Electronic Serial Number of your
FordPass Connect modem (ESN), e-
SIM serial number (ICCID)

To validate that the FordPass Connect
modem is capable of sending and
receiving  data  through  the
telecommunications network.

Software
Information
(If available)

Update

Current software and other technical
specifications associated with it.

To ensure your vehicle has all
necessary updates.

2.3 Data and Vehicle Cyber Security

No one can guarantee data transmission over the Internet to be secure, but we, our service providers
and partners take data and cyber security very seriously, especially in relation to your personal data.

We use a variety of technical, administrative, and physical security measures to help protect and
maintain the security, integrity and availability of connected vehicle data.

Ford has a connected vehicle cyber security team and puts in place various technical and
organisational security measures to protect connected vehicle data, including access controls to limit
unnecessary or unauthorized access to, loss, alternation, correction or disclosure of connected vehicle
data, in compliance with Vietnamese regulations as well as cyber security measures such as hashing
and encrypting data.




Ford has implemented access control measures and the use of data storage and processing devices
which are secured and suitable for the collection, use, and/or disclosure of personal data. We restrict
access to personal data as well as storage and processing devices by imposing access rights or
permission, allowing only authorized individuals to access personal data, and implement user
responsibilities to prevent unauthorized access, disclosure, perception, unlawful duplication of
personal data or theft of storage or processing devices. We also have appropriate measures to enable
the re-examination of access, alteration, deletion, or transfer of personal data.

2.4 Data transfers, storage and sharing

We may share connected vehicle data with:

e our related companies;

e companies or other organisations that we have engaged to provide services for, or in
connection with, us (including mailing vendors, marketing agencies, roadside assistance
providers, analytics providers, event hosting services, website and data hosting providers
and other information technology providers, for trend analysis, for market research, for
promotions and for the provision of statistical sales information to industry bodies);

» companies or other organisations where you have asked us to or agreed that we may share
your personal data with them;

e companies or other organisations where we believe you may have a genuine interest in their
services and/or products;

* dealers and our partners where this is necessary to provide you with a product or service,
including, for example, our telecommunications network providers;

* professional advisors;

 any law enforcement agency, court, regulator, government authority or other third party
(e.g., our telecommunications network providers) where we believe sharing the connected
vehicle data is necessary for us to comply with our legal or regulatory obligations, or
otherwise to protect our rights, the rights of any third party or any individuals' personal
safety, or to detect, prevent, or otherwise address fraud, security or safety issues; and

e any third party that purchases, or to which we transfer, all or substantially all of our assets
and/or business.

When we share your personal data with third parties, we will do so only in the circumstances outlined
above, or in a manner otherwise consistent with the provisions under Vietnamese regulations.

The parties to whom we disclose and/or transfer personal data include parties located outside
Vietnam. Connected vehicle data may be transferred from the FordPass Connect modem to Ford Motor
Company (our parent company) in the United States of America. When this occurs, the data is stored
in Ford’s data processing and storage locations including Ford servers and third-party cloud
infrastructure, all located in the USA (or as other required by Vietnamese laws). In the ordinary course
of business, we commonly transfer personal data to companies in the Ford Motor Company Group
located in the USA and India where our Ford group data and business centres are located and to our
overseas service providers located in the USA.

Except where an exception applies under Vietnamese regulations, we will take reasonable steps to
ensure that we are permitted to transfer personal data in accordance with the Vietnamese regulations.
We may for example, obtain contractual assurance from any recipients of personal data to ensure that
your personal data will be protected by personal data protection standards which are equivalent to



those required under Vietnamese regulations as well as to ensure that they will not violate the
provisions in Vietnamese regulations.

2.5 Retention

We keep your personal data for as long as necessary to fulfill the purposes set out above. However, we
may retain your personal data for alonger duration if we need to comply with Vietnamese regulations,
our internal policies, operational rules or, when necessary, when a dispute occurs.

Once connected vehicle data is no longer needed by us for any reason, it is either irreversibly
anonymised or destroyed. Where data has been irreversibly anonymised, Ford may retain it and use
it for any purpose.

2.6 Your Data Subject Rights, and How to Contact Us

Subject to the conditions prescribed by Vietnamese regulations and our data subject rights
management procedures, you may have the following rights.

» Access. You may have the right to access or request a copy of your personal data that we
collect, use, or disclose.

 Rectification. You may have the right to request the personal data that we collect, use,
and/or disclose about you is corrected, updated, completed, and not misleading.

» Data Portability. You may have the right to obtain personal data we hold about you in a
structured, and readable electronic format, and to transmit such data to another data
controller.

» Objection. You may have the right to object to certain collection, use, and/or disclosure of
your personal data to the extent permitted under Vietnamese regulations.

 Restriction. You may have the right to restrict our use of your personal data in some cases.

» Withdrawal of consent. For the purposes where you have provided your consent for our
collection, use, and/or disclosure of your personal data, you may have the right to withdraw
your consent in some cases. In this case, you need to turn off the Connectivity in Vehicle and
contact FordGuides for deactivation of the account on Fordpass App.

e Deletion. You may have the right to request us to delete, destroy, or anonymize your
personal data that we collected, used, or disclosed.

e Complaints. You have the right to lodge a complaint to the competent authority where you
have the proper evidence proving that the Company fails to comply with personal data
protection laws.

If you have any questions, concerns or complaints about our collection, use and/or disclosure of
personal data, or if you believe that we have not complied with this policy or Vietnamese regulations,
please contact us.

We will take any complaint seriously and any complaint will be assessed by an appropriate person
with the aim of resolving any issue in a timely and efficient manner. We request that you cooperate

with us during this process and provide us with any relevant information that we may need.

If you have questions or concerns regarding our use of your information, or would like to exercise any
of your rights, please contact us. Our details are as follows:

e Ford Vietnam Limited.;



Email Ford Customer Relationship Centre: fordvn@ford.com
Phone Ford Customer Relationship Centre: 1800588888

2.7 Changes

We may modify or update this Privacy Policy from time to time. We will notify you (or obtain your
consent if consent is required) of any substantial changes or any legally required changes which are
substantial to this Privacy Policy.
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